Direct + Policy Enablement

Abstract

Leaps in bounds have recently been made on the policy characteristics of Direct.  A big boost came from the scalable trust forum in November 2013 in conjunction with support of communities like DirectTrust, Western States Consortium, and ABBI. In the first two months of 2013, the DirectProject implementation geographies and reference implementation communities chipped in with the trust bundle implementation guide and subsequent open source implementations. Scalable trust is now front and center in breaking down the data silos and enabling Direct communication between the masses. However, there are still other ongoing policy discussions still simmering in the community such as the infamous dual use certificate quagmire and certificate policy in general.

What are the necessary architecture components to ensure Direct can keep up with the needs of the community not just in terms of workflow, but to facilitate policy enablement? The term Direct 2.0 has been proposed, however a major version upgrade added to the name implies potentially significant changes or enhancements to the specification. Specification changes can result in adverse compatibility issues if not thought through carefully and could create a huge negative impact on the great progress Direct has made with interoperability. 

This document proposes not adopting specification changes to Direct, but instead adopting the philosophy of Direct + policy enablement.  This will allow Direct implementations to enforce specific policy decisions based on regulatory and political needs while remaining backward compatible the underlying transport specification.


Proposal

The Direct implementation is architecturally comprised of modular components that are orchestrated to meet the requirements of the Direct specification.  This not only allows each component to function as a standalone and reusable module, but facilitates the addition of new processing logic to be injection within the STA process.

To meet the anticipated requirements of federal trust communities and potentially upcoming governance policy, the Direct reference implementation is proposing a new configurable policy module that can injected into the following processes of the STA:

· Private Certification Resolution
· Invokes policy decision on the use of certificates for decrypting and message signing.
· Allows for dual use, or separate signing and encryption certificates to be stored in the same certificate store.  This provides backwards compatibility with existing certificate storage implementations.

· Public Certification Resolution
· Invokes policy decision on the use of certificates for message encryption.  These certificates are generally dynamically discovered over LDAP or DNS.
· Allows for dual use, or separate signing and encryption certificates to be stored in the public certificate storage location.  This provides backwards compatibility with existing discovery implementations.

· Signature Validation
· Invokes policy decisions on the use of certificates extracted from the message signature.
· [bookmark: _GoBack]Allows for dual use, or separate signing and encryption certificates to be encapsulated within the message signature.  This provides backwards compatibility with existing message signing implementations.

With the inclusion of these policy modules, HISPs may enforce their specific certificate policies on both incoming and outgoing messages.  Due to their configurable nature, different policies may be implemented based on, but not limited to, the following criteria:

· Message Direction
· Message Source
· Message Destination
· Trust Circles

Similar policy modules could be added to hosted DNS and LDAP resolvers to ensure only certificates that meet policy requirements will be returned for a specific certificate query.

This proposal is not limiting on the permutations of policy configuring, and in consequence may add complexity to implementations.  To reduce implementation variance and facilitate HISP implementation, it is recommended that a set of policy configuration templates based on best practices and real world needs be explored.  This set should be comprised to a relatively small number of templates.

The following diagrams modularly outline the differences between the current Direct reference implementations and the options being proposed.
 
Current Implementation - Outbound:

Certificate Store: Dual use certificates

Private Cert Resolver: Uses ALL non-expired, non revoked certificates in private cert store

Public Cert Resolver: Uses ALL non expired, non revoked certificates

Trust Filter: Chain to trust anchor
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+Policy Implementation - Outbound:

Certificate Store: Separate signing and encryption certificates

Private Cert Resolver: Uses ALL non-expired, non revoked certificates in private cert store

Private Cert Policy: Filters to only use certificates with signing key usage and/or other policies

Public Cert Resolver: Uses ALL non expired, non revoked certificates

Trust Filter: Chain to trust anchor

Public Cert Policy: Filters to only use certificates with signing key usage and/or other policies
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Current Implementation - Inbound:

Certificate Store: Dual use certificates

Private Cert Resolver: Uses ALL non-expired, non revoked certificates in private cert store

Verify: Validate messages integrity

Trust Filter: Chain to trust anchor

[image: ]


+Policy Implementation - Inbound:

Certificate Store: Separate signing and encryption certificates

Private Cert Policy: Filters to only use certificates with encryption key usage and/or other policies

Verify: Validate messages integrity

Trust Filter: Chain to trust anchor

Verify Cert Policy: Filters to only use certificates with signing key usage and/or other policies
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Use Case Samples

-----------------------------------------

- FBCA Medium Level - Separate Signing and Encryption Certificates - Exclusive

This use case restricts exchange in both directions only to parties that use FBCA medium level assurance certificates and utilize separate certificates for encryption and message signing purposes.

Certificate Store: Separate signing and encryption certificates

Private Cert Policy: Filters to only use certificates with signing key usage for outbound messages and encryption key usage for incoming messages.  Certificates must also contain an X509 V3 extension with a policy OID representing FBCA medium level assurance.

Public Cert Policy: Filters to only use certificates with encryption key usage and not signing key usage.  Certificates must also contain an X509 V3 extension with a policy OID representing FBCA medium level assurance.

Verify Cert Policy: Filters to only use certificates with signing key usage and not encryption key usage.  Certificates must also contain an X509 V3 extension with a policy OID representing FBCA medium level assurance.

---------------------------------------------

- FBCA Medium Level - Separate Signing and Encryption Certificates – Compatible Outbound

This use case restricts exchange in the inbound direction only to parties that use FBCA medium level assurance certificates and utilize separate certificates for encryption and message signing purposes.  It allows outbound exchange with certificates used in “traditional” (dual purpose) Direct exchange.

Certificate Store: Separate signing and encryption certificates

Private Cert Policy: Filters to only use certificates with signing key usage for outbound messages and encryption key usage for incoming messages.  Certificates must also contain an X509 V3 extension with a policy OID representing FBCA medium level assurance.

Public Cert Policy: Filters to only use certificates with encryption key usage.  Certificates may be dual use.

Verify Cert Policy: Filters to only use certificates with signing key usage and not encryption key usage.  Certificates must also contain an X509 V3 extension with a policy OID representing FBCA medium level assurance.
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