Implementation Guide for Direct Project Trust Bundle Distribution



Version 0.1



Change Control

	Date
	Version
	Description of changes

	10-Dec-2012
	0.1
	Initial Document Creation





Introduction

Overview

One the most important aspects of Directed exchange is the establishment of “trust” between sending and receiving parties.  The definition of trust for Direct in a pure technical sense is the mutual exchange and inclusion of one STA’s set of trust anchor(s) into another STA’s trust store and vice versa.  From a policy perspective, the definition of trust is broader and may imply different semantics based on organizations policies, processes and perspective.  Regardless a universal definition of trust includes the mutual agreement of two STAs to exchange Direct messages with one another based on a set of policies.  These policies are asserted by the inclusion of each other’s trust anchors into their respective trust stores.

Establishing trust between STAs has shown to be a potential barrier in universal adoption of Direct, particularly the ability to establish trust on a large scale.  One solution has been to create “Trust Communities” where each community adopts a set of policies by which is member STA must attest to for compliance.  Upon attesting to compliance, the member STA is considered to be in good standing with the community and can participate in Direct exchange with all other member of the community.  To facilitate the exchange of trust anchors between members of the community, each member may submit its trust anchors to be included in a “Trust Bundle” that is managed by the community.

Trust bundles are simply a collection of trust anchors that meet a common set of minimum policy requirements within a Trust Community.  Relying parties may include the bundles into their STA implementations with confidence that each trust anchor adheres to the policies set by the Trust Community managing the bundle.

This document provides guidance on the packaging and distribution of Trust Bundles to facilitate scalable trust between STAs.

Scope

This guide focuses specifically on bundle packaging and distribution; requirements and policies for the management of and inclusion of anchors into a trust bundle are left to the trust communities.  Additionally, requirements for importing bundles into an STA and STA configuration are left to the STA implementers.  

Assumptions

The decision to include a Trust Bundle into an STA is non-systemic meaning there is a clear conscientious decision by a policy administrator to include the bundle.  The actual process and workflow of identifying and including the bundle is left to the STA implementation, but should consist of steps that require user intervention. Once a bundle distribution point has been identified and configured, it is desirable that including bundle updates into the STA be systemic.

Definitions and Context:

The following diagram describes the top level actors and definitions required to outline the specific requirements.

Trust Bundle: Trust Bundle is a collection of Direct Trust Anchors within a Trust Community. Any member who is part of the Trust Community has attested to comply with a common set of policies that the Trust Community requires.
Trust Community: Trust Communities are formed by organizations electing to follow a common set of policies and processes related to health information exchange. Examples of these policies are identity proofing policies, certificate management policies, HIPAA compliance processes etc.
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Requirements

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC2119.

An implementation is not compliant if it fails to satisfy one or more of the MUST, SHALL, or REQUIRED level requirements for the protocols it implements. An implementation that satisfies all the MUST, SHALL, or REQUIRED level and all the SHOULD level requirements for its protocols is said to be "unconditionally compliant"; one that satisfies all the MUST, SHALL, or REQUIRED level requirements but not all the SHOULD level requirements for its protocols is said to be "conditionally compliant."

The requirements outlined in this implementation guide are specifically for the Trust Bundle Publisher.

1 Trust Bundle Packaging

Trust bundles can be packages in two similar, but functionally different formats:
· PKCS7 container (.p7b)
· PKCS7 (CMS) signed message

· [bookmark: _GoBack]Trust Bundle Publisher MUST package the Trust Anchors within it’s Trust Community as a PKCS7 (Signed Data or Unsigned Data ??) container per RFC 5652
· Signed Data is described in Section 5 of RFC
· Unsigned Data is described in Section 4 of RFC 
· Trust Bundle Publisher MUST package the Trust Bundle with a file extension of “.p7b” per RFC5652. 
· If we use Signed Data , we need to specify the digest algorithms that are allowed .

1.1 PKCS7

The PKCS7 package is a simple CMS structured container that contains a set of trust of trust anchors.  The container is not signed meaning that the authenticity of the container and its contents cannot be verified.

Data is represented in the PKCS7 container as follows:
· PKCS7 Container
· Content type (This will be equal to the data content type from section 4 of RC5652)
· List of Certificates (What is the structure and format ?)

1.2 PKCS7 Signed Message

A PKCS7 signed message is a CMS structure containing either enveloped (encrypted), signed, or enveloped and signed data.  For the purposed of bundle packaging, the CMS structure consists signed data only.  The signed data in the structure is a PKCS7 container described in section 1.1, and signature is non-detached.

The advantage of a PKCS signed message is that authenticity and integrity of the bundle can be validated by a relying party.

Data is represented in the PKCS7 container as follows:
· PKCS7 Container
· Content type (This will be equal to the signed-data content type from section 5 of RC5652)
· SignedData – Structure conforming to RFC 5652 described in section 5.1 

2 Trust Bundle Distribution

Trust bundles can be distributed over the following transport protocols
· https

· Trust Bundle Publisher MUST publish the packaged Trust Bundle using a unique, publicly available URL (Trust Bundle URL) per RFC….
· Trust Bundle Publisher MUST support the HTTP GET request on the Trust Bundle URL per RFC2616
· Trust Bundle Publisher MUST secure the transport channel used to distribute the Trust Bundle following RFC2246  TLS 1.0 specification.
· Trust Bundle Publishers SHALL NOT require authentication of the Trust Bundle Requestors to provide access to the Trust Bundle.
· Trust Bundle Publisher MAY publish more than one Trust Bundle for a Trust Community. In such cases each of the Trust Bundles MUST have their own unique Trust Bundle URL’s.
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Trust Bundle Requestor: ATrust Bundle Requestor is an entity (person, software system, Direct STA etc) that requests a

Trust Bundle from a Trust Bundle Publisher.

Trust Bundle Publisher: ATrust Bundle Publisher is an entity that publishes one ore more Trust Bundles for a Trust

Community.

Standards and Protocols: The Trust Bundle sub-work group will identify and create an implementation guide that details the

technical standards, protocols and content that will be used to implement the two transactions identified in the above diagram
1. Requesting a Trust Bundie

2. Receiving a Trust Bundle





